IHAMATKA

niis kaneHToB BAHKA «MCKb» (AO)
MPH OCYIECTBJICHNN 0AHKOBCKHUX ONepanuii
(mepeBoj 1eHEKHBIX CPEICTB, NMOJyUYeHNEe KPeAUTHBIX CPEACTB)

KAK 3AWLUTUTDb CEBA OT HECAHKLUOHWUPOBAHHbIX NMEPEBOAOB

OCHOBHbIe NPU3HAKXU MOLUEHHMUYECTBA: Mepbl NpesoCcTOPOXKHOCTU:
. HeunsBecTHble HOmepa. 3BOHKM C HE3HAKOMbIX . He coobuaite gaHHble. HMKoraa He nepegaBsaiite
HOMepPOB, 0COBEHHO C MOAMEHHbIX. naposu, CVV-koabl 1 apyrue KoHbMaeHUManbHble
OaHHble.
. DasneHune n cpouHocTb. TpebosaHne
HeMeANIeHHbIX AeNCTBUIA, YTPO3bl HEraTUBHbIX . MpoBepante uHpopmaumio. Bceraa nepenposepamnte
nocneacTBui. [OAHHble OTNPaBUTENA U NMOAyYaTeNs.
. 3anpoc NYHbIX JaHHbIX. Mpocbba coobunTh . Ucnonb3ayite aByXdaKTOPHYIO
napoau, CVV-kogbl, JaHHble KapT. ayTeHTUPUKALUIO. BKAOUNTE ONONHUTENbHbIE

YPOBHM 3alLUNTLI.
° HeoxXupaHHble nepesoapbl. [lonyyeHne geHer

OT HEM3BECTHbIX /INL, C Npocbboi X nepecnaThb. . O6HoBAalTe NO. PerynsapHo obHoBAANTE
NpUAoXKeHUs 6GaHKOB M aHTUBUPYCHbIE MPOTrPaMMbI.
a Mopo3putenbHble ccbiNKKU. CCbIKM Ha

noaAenbHble CakTbl GAHKOB UM MAATEKHbIX . BnoKkupyiite KapTbl. HemegneHHO 610KMpYITE KapTy
CUCTEM. npv NOA03PEHNN HA KOMMPOMETALLMIO.
3AWWNUTA OT MOLLUEHHUYECKUX KPEOAUTOB
Mpu3HakmM obmaHa npu opopmneHumn Kpegura: [eiicTBUA Npu N0A03pEHUM HA MOLLEHHUYECTBO:

*  CnAvWwKOM BbIrogHbie ycioBuA. YpeamepHo . MpekpatuTe obweHne. HemeaneHHo npekpaTute
HWU3KME NPOLEHTbI AN OTCYTCTBME 3a/10ra. B3aMMOZENCTBUE C MOA03PUTENBHBIM JINLOM.

. [asneHue Ha noanucaHue. YroBopbl NoAnncatb . Ceaxkurecb ¢ 6aHKom. CoobuimTe B 6aHK O
[0roBop 6e3 NpoYTeHuUA. Nnoa03pmUTENIbHOM aKTUBHOCTY.

*  CKpbITble KOMUCCUU. HeoXKMAaHHbIe NAATEXKM, . MpoBepbTe AOroBoOp. BHMMaTENbHO N3yuYnTe BCe
He YKa3aHHble B pekname. yCNoBWA nepes NoANUCaHUEM.

*  OrcytcTBUE MNLEH3UK. KoMMNaHUs He umeeT *  O6patutecb B noanumio. CoobLymTe o nomnbiTke
nnueHsnm LB PO. MOLLEHHMYEeCTBa B NPaBOOXpPaHUTEIbHbIe OpraHbl.

*  Tpe6oBaHue npegonnarbl. Npocbba BHECTU . MHpopmupyiite 6an3Kux. MpeaynpeanTte poaHbIX O
OEHbIM 0 NOYYEHUA KpeauTa CNYHYMBLUEMCA A8 UX 3aLUUTDI.

4YTO AENATb NOCJ/IE COBEPLUEHUA MOLUEHHUYECKUX AEUCTBUU
JKCTpEHHbIE Mepbl: Npodunakrtuka:

o BNOKMPOBKa KapT. HemeaneHHasn 610KMPoBKa . PerynsipHbli MOHUTOPUHT. OTCNEXMBAHME OnepaLmii
BCex HaHKOBCKMX KapT. Mo cHEeTam.

. YBegomneHune 6aHKa. MHPopMMpoBaHMe GaHKa o O6yueHune 6e3onacHocTU. M3yyeHne meToa0B
0 HEeCaHKLMOHUPOBAHHbIX OnepaLuax. 3alnTbl OT MOLIEHHMYECTBA.

«  3asBneHue B noanumio. NMoaaua 3anBeHNSA O . MHdopmupoBaHMe OKpyKeHUuA. PacnpoctpaHeHne
MOLLEeHHUYeCTBe. MHPOPMALMM O HOBbIX CXEMAX MOLLIEHHMYECTBa.
oduLManbHbIii cait LB PO. 06HOBNEHME KOHTAKTHbIX JaHHbIX baHKa.

*  CoxpaHeHue gokaszatesnbcTB. Coop Bcex MomHuTe: Bawa 6aUTENBHOCTD —
[0Ka3aTeNbCTB (Mepenncku, sanmcen I
pa3roBopos). Nyyuian 3aluTta OT MOLLEHHUKOB:
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IHAMATKA

nist kineHToB BAHKA «MCKbB» (AO)
MPHU OCYLIECTBJIEHUH OAHKOBCKHX ONepanuid
(mepeBO/ IeHEKHBIX CPEICTB, MOJIy4eHHe KPeIUTHBIX CPeICTB)

MOBWU/IbHOE MOLUEHHUYECTBO

MolueHH1YecTBa ¢ UICNOIb30BaHMEM CPeaCTB COTOBOM CBA3U COBEPLUAETCA, B OCHOBHOM, NyTeM COO
rpa)kgaHam 3aBeao0Mo /1I0XKHOM HdopmaLuu.

LweHuna

. Bam coobLaloT, YTO KTO-TO M3 BAN3KUX MOMaa B HEMPUATHYIO CUTYaLIMIO, eMY MOXET rPo3uUTb HaKka3aHue, U Ans
«pelleHna Bonpoca» NpocAT nepenaTtb AeHbIM IMYHO UAM Yepe3 TepMUHabl oniatbl. MpeKpaTute obeHue,
CBAYKUTECb CO CBOMM U YTOUHUTE BCE /1IN Y Hero B nopsaake.

¢ Mpuxoant CMC o Tom, 4TO Balwa 6aHKOBCKasA kapTa 3a6/10KMpOBaHa U, 4TobbI ee pa3sbnoKkMposaTb, HEO6X0ANMMO
BbIMOJIHWUTL PAL AEWCTBUN, He nocewasn odpuc baHKka. O6paTutech B puamnan 6aHKa 3a KOHCyAbTaLMeid.

. MpeacTaBMBLINCL BPAYOM WMIM COTPYAHWKOM JIe4eBHOTO yYperKAeHWs, 3BOHAWMN coobLiaeT, YTo y Bac Mau
BaWmKX B6AM3KMUX cepbesHoe 3abonesaHue, AN M3/eYeHUa NpeanaraloT 3anaatuTb AeHbrM MAM npuobpectu
JoporocTosuwune npenapaTtbl U npubopsbl. Mpekpatute oblieHMe, NO3BOHUTE B siedyebHOe yupexkpeHue m
yTouHUTE UHPOPMaLMUIO.

. Bbl monyyaete CMC uaM 3BOHALWMIA cam coobliaeT, YTo Bbl CTaau obnagatenem npusa MAu nobegutenem
KOHKypca. [lanee cneayet npocbba nepeuncanTs emy feHbri nog 61arosnaHbIMKM NpeaioraMm, Kak rapaHTuio
TOro, YTo Harpaga nonager MUMeEHHO K Bam. 3agauTe cebe Bonpoc, yyacTBOBaZM M Bbl B KaKOM-nn60
KOHKypCe, 3HaeTe /SIn Bbl OpPraHM3auuio, KOTOpas MPOBOAUT KOHKYPC, OT KyAa Yy OpraHM3auuu Baluu
KOHTAKTHble gaHHble. ECu Bbl HE CMOF/IN OTBETUTb XOTA 6bl HA O4UH BONPOC, MPOUFHOPUPYIATE KOHKYpC.

. 3BOHALMN COOBLIAET ANYHO WAM MPUCbINAET CMC C MNpocbboli BepHYTb AeHbrM, KOTopble Bam OWWWOB0YHO
nepeyncaeHbl, M60 NPOCUT CPOYHO MOMONHWUTL BanaHc ero TenedoHa Ha HebO/bWYO CyMMy, M306paskas
Baluero 3Hakomoro. MpeKpaTute obueHne n obpatutech B Gunamnan 6aHKa 3a KOHCyIbTauUen.

e Co3paloT GanbluMBblie aKKayHTbl pyKoBOoAUTENEN NPeanpUATUIA B MECCEeHOMKepax, U OTNPaBAAOT OT UX UMEHU
cooblLeHusn, Npu 3TOM B COOBLLEHMN MOKET BbITb, KaK TEKCT, TaK U BUAEO C PYKOBOAUTE/IEM, M3TOTOB/IEHHOE C
NMOMOLLbIO MCKYCCTBEHHOTO MHTenneKTa. MpeKkpaTute nepenucky, CBAMUTECb C pyKoBoguTenem u coobwure
emy 0 TOM, YTO MOLLUEHHUKMU CO34a/U NOALENbHbIN aKKaYHT C ero AaHHbIMM.

. MpeacTaBMBLLMCL NpeAcTaBUTENEM ONepaTopa COTOBOW CBA3M, 3BOHALLMIA COOBLLAET, YTO Yy Bac 3aKaH4YMBaeTcA
CPOK [A0roBopa CBA3N U, YTOObI ero NPoA/inTb, HEOBXOAMMO BbINOAHUTL PS4, AENCTBMIA, He nocewas oduc
onepaTtopa cBasu. MpeKpatute obLieHMe, NO3BOHUTE ONepaTopy COTOBOI CBA3U NO oduLManbHOMY HOMeEpY
TenepoHa, AMbo noceTute opuUc NPoAANK.

MOLWIEHHWYECTBO C UCMNOJIb3OBAHUEM BAHKOBCKUX KAPT

MpecTynHUKKN exxeaHEeBHO NPUAYMbIBAIOT HOBbIE CXEMbl M MaXMHaLWUMK, LEe/Iblo KOTOPbIX ABNAETCA CHATUE AEHEr CO
cueTa BlagenbLa KapTbl, UTobbl He CTaTb XKepTeoil adepuctos, HeobxoanuMo cobaloaaTh cneaylolme npasuna.

*  YcTaHaB/AMBalTe Ha YCTPOMCTBA, K KOTOPbIM MpWBA3aHAa KapTa, TONAbKO JIMLEH3MOHHblE MNPOrpamMmmbl U
obpalyarite BHUMaHME Ha MOJIHOMOYMA, KOTOPble Bbl NMPEAOCTaB/AAETE MPOrpamMmMe Mpu YCTAaHOBKE, cleayer
WCKAOYUTb AOCTYN K CMC M UX OTMNPaBKe, AOCTYM K CETU UHTEPHET U T.4. MOLEeHHUKM co34atoT MPorpamMmbl-
BMPYCbI, KOTOPbIE MO3BOAT UM MOYYaTb AOCTYN K AaHHbIM MO6UAbHOrO 6aHKa M NOXMLLATb AEHbIM C BalLEro
cyerta.

. He nepexoauTe nNo CCbiIKaM W He YycCTaHaB/iuBaWTe npuaoXeHna/obHOBNEHUA, MOCTYNMBLUME MO
CMC/MMC/3neKTpoHHOM MouTe/mecceHa)epam, B TOM 4Yucae OT MMeHM 6aHKa. MomMHWUTe, 4yTo BaHK He
paccbl/laeT CBOMM K/IMEHTAM CCbIZIKU MAWN YKa3aHMA Nogo6HbIM obpasom.

. B cnyyae notepn mobuabHOro TesnedoHa C MOAKIOYEHHOM YCAYrOM «MOOW/IbHBIA BaHK», cieayeTr CPOYHO
06paTnUTbCA K onepaTopy COTOBOWM CBSA3M ANA 610KMPOBKM SIM-KapTbl M B oTAen 6aHKOBCKMX TEXHOMOTMK Mo
TenepoHy 8-815-223-09-14 ana 6A0KMPOBKM camol ycayrn, nmbo npu noceweHMn 6aHKa M noaayu
COOTBETCTBYlOWEro 3aaBneHus. Mpu cmeHe Homepa TenedpoHa HeobxoauMMo noaatb 3asBAeHUE B BaHK nau B
3/IEKTPOHHOM BUAE B yCayre KMObUIbHbBIA BaHK».

C HuKorga He nepeaaBaiiTe CBOK KapTy TPETbUM INLAM U HE NO3BONSNTE MM COBEPLUATb C HEM MAaHUNYAALNKN, HE
HasblBaliTe MOCTOPOHHWUM, AA*Ke eCAN OHW MPeACTaBUAUCL COTPYAHUKamMM BaHKa, NosiHble AaHHble O CBOEMN
KapTte: Homep, PNO BnagenbLa, CPOK AEUCTBUA, KOA NpoBepku. COTpyAHUKM BaHKa HUKOr4a He crpalluBatoT
Takyto nHbopmauuto. XpaHute MNMUH-Koa 1 KapTy pasaenbHo, a ydle — 3anomHuTe MNH-kog HansycTb.

HanomuHaem Bam, uto B cootBetcTBUM ¢ N241-d3 ot 01.04.2025, cotpyaHuku BAHK « MCKB» (AO) He ncnonb3yioTt
mecceHakepbl (WhatsApp, Telegram m 1.n.) gna obweHua ¢ kKnameHtamu. Ocreperanteco MOLLEHHUKOB!
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BCE O APONMEPCTBE U KAK U3BEXXATb BOB/IEYEHWA B NPECTYMHYIO CXEMY

Oponnep (wau gpon) — 3T0 YeNOBEK, KOTOPOro MOLLUEHHUKU UCMONbL3YIOT AN 06HANMYMBAHMA AU
nepeBoAa AEHEr, NOYYEHHbIX NPecTynHbIM NyTEM. [lponnepbl MOryT y4acTBOBATb B CXeMe KakK
OCO3HaHHO, TaK U HEOCO3HAHHO, HO B /1IOOOM C/ly4ae HecyT OTBETCTBEHHOCTb Nepes, 3aKOHOM.

Kak pa6otalot gponnepbl Kto ctraHoBUTCA Aponnepom

OCHOBHbI€e AeicTBUA APONnepoB BKAOYAIOT: Fpynnbl puckKa:

o MonyyeHue geHer Ha cBoto HaHKOBCKYHO KapTy. 3 MNMopgpocTku cTape 14 ner.

*  O6HannuMBaHMe cpeacTs. e CTyOeHTbI.

. MepeBoa AeHEr Ha Apyrue cyeTa. . Moxunble noam.

. MpenoctaBneHne AoCTyna K GaHKOBCKOMY CYETY. *  Jlioau, Hy:Kaaowmecs B 6bICTpOM 3apaboTKe.
O6MeH AeHer Ha KPMNTOBAIOTY. Te, KTO y»Ke NnocTpanan oT MOLEHHUKOB.

MonynapHble meToabl BEPOOBKM ApONNEpPOB: Npasuna 6esonacHocTu:

*  O6bABNEHMA 0 paboTe C NPUBEKATENbHBIMM . He genvtecb naponsimu 1 gaHHbIMW 6aHKOBCKUX
ycnoBuamMmM (bbICTpbIV 3apaboToK, yaanéHHasn bR
pabora). . He nepexoauTe no noAo3puUTeibHbIM CCbIZIKaM.

. Owunb0ouHbIi1 NnepeBoa — Npocbba BEPHYTb AeHbrn o He HasbiBalTe Koabl n3 CMC.
Ha OPYrou cyeér. .
. MpoBepAaiTe KPEANUTHYIO UCTOPUIO.
. MNomouwb y 6aHKOMaTa — npocbba CHATb AEHbIN

N9 He3HaKOMLLA. . He cornawaritecb Ha COMHUTENBHbIE NPEAIOKEHNA
A €sHakomua 3apaboTKa.
. MpepnoxeHusa ot 6aHKOB — odopmMmIeHMe KapT . n o
N HEOXKMAAHHbIX NepeBoaax nTecb B
[ON5 BbINONHEHUA NaaHa. 6apHK. eoxnpaHHbIX nepesoaax obpatuaitrech
* 3HaKoOMCTBa B MHTEPHETE C NocneayoLnm o He nomorainte HesHakomLam ¢ 6aHKOBCKMMM
npeanoXxeHnem NErkoro 3apaboTka. onepaunsamu.
OTBeTCTBEHHOCTb 3a Aponnepcreo Yr1o Aenatb Npu nogo3peHnn Ha moeHHn4ecTso
YronoBHaA 0TBETCTBEHHOCTb BK/IIOYAET: [eiAcTBUA Npy ONacHOCTMU:
. NnweHune ceoboabl Ao 7 nert. . HemeaneHHO cBAXKUTECH C BaHKOM.
. Wtpad Ao 1 munnnoHa pybnen. . CoobuimTe 0 N0A03PUTENBHBIX MPEA/IOMKEHUAX B
NnoanLMio.

*  BosmelueHue ywepba noctpagaswmm.

*  O6paTtuTech Ha ropavyto IMHUIO baHKka Poccum
. BNOKMpOoBKa 6AHKOBCKMX CYETOB. (8-800-300-30- oof

. BKkAtoYeHue B peecTp 4pOonnepos. . MpeaynpeanTe 6AN3KNX O PUCKaX APONMepcTBa.
MomHuTe: He3HaHMe 3aKOHOB He OCBOGO)KAHET OT OTBETCTBEHHOCTM!. Bcerp,a COXpaHHﬁTe

KPUTUUYECKOE MbILL/IEHUE U He A0BepAiiTe COMHUTENbHbIM NPeasoXKEHUAM NEerkoro
3apabotKa.
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